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I. Introduction 

Technology is the most excellent tool for innovation and has vastly 

improved human life. Technology itself is defined as applying scientific 

knowledge for practical purposes, making it the key to human progress. The 

importance of technology in business has significantly increased within the 

last decade. The rate at which technology has improved continues to grow.  

 How that has impacted the business environment depends on 

numerous factors. Specifically, different industries have taken, improved, and 

created other technologies based on their needs. While the healthcare 

industry encompasses any business related to bettering health for humans, 

the pharmaceutical industry is a more specific subset of healthcare. As new 

medical problems are discussed, new medications are needed. As new viruses 

develop, new vaccines are required. As more people need medicine, 

information systems become more critical, and the security of those systems 

becomes a risk. The constant innovation of the pharmaceutical industry is 

crucial to the control and elimination of disease across the globe. 



For that reason, it is essential to analyze the industry and the 

technology it uses. It is necessary to look at different aspects- financial 

performance, customer satisfaction, health statistics, and more- and 

determine the importance. The purpose of these analyses is to pinpoint the 

most critical problems and issues to create recommendations for the industry. 

These recommendations will be made through goal-based strategic planning 

to guide the industry in the right direction.  

  



II. Profile 

 There are three crucial subsections within the pharmaceutical industry- 

pharmaceutical manufacturers, drug wholesalers, and drug stores. 

Pharmaceutical manufacturers discover, alter, and create pharmaceutical 

products such as pills and vaccines. Drug wholesalers then distribute those 

pharmaceutical products to pharmacists. The most common industry for 

pharmacists is drug stores, which sell drugs. These three industries make the 

distribution channel for pharmaceutical products.  

 Of course, to create a need for these drugs, other members of the system 

exist. Those are the healthcare workers. Doctors, nurses, pediatricians, and 

others determine what is wrong with patients and send off treatment 

requests. Then there are other industries, some even outside of healthcare, 

contribute to the overall pharmaceutical sector. These include scientific 

segments, as chemists and biologists are needed to develop drugs and 

technology industries that provide the necessary equipment.  



There is a lot of overlap between the drug manufacturing industry and 

the biotechnology industry as biopharmaceutical research becomes 

increasingly more focused on personalized treatments. There is also a lot of 

collaboration amongst these industries with university research and other 

analysts. While some analytics are business-related and some are entirely 

science-driven, a lot of this research ties into traditional technology and 

biotechnology to further improve the quality of the pharmaceutical industries 

(Mergent First Research, 2021). 

  



 

III. Technology 

A. Healthcare Workers/Drug Stores 

Initially, the pharmaceutical field consisted of medicine creators and 

doctors that prescribed the medicine. This process was eventually replaced to 

allow for more specialized areas. Instead, doctors would examine patients, 

determine issues, and then give that information to a pharmacist. While this 

was safer, it was much less efficient to write down so much information, store 

it somewhere, and get it sent properly. It also made the wait time to receive 

medicine unbearably long, so an automatic filling of unit dose bins and 

automated dispensing cabinets were created (Schneider, 2018). 

The bins allowed quick additions, changes, and removals to keep up 

with multiple patients and changing needs, putting less stress on employees 

and customers and improved dispensing accuracy. Automated dispensing 

cabinets severely decreased its time to distribute medicine and further 

increased accuracy while being cheaper than the robotic bins. In 2017, only 

8% of U.S. hospitals used robotic technology for drug distribution, while 70% 

used automated dispensing cabinets. However, this does not make the robotic 



technology useless as it served the purpose of trial and error, a necessary 

component of innovating technology (Schneider, 2018). 

Another successful information system was the profiling system. This 

system made it, so trained pharmacists could review and approve 

prescriptions before nurses could access cabinet medicine. This significantly 

reduced medical errors and prescription misuse while increasing security. 

Along with this technology came the creation of lidded pockets, which 

restricted nurses’ access to containers in the automated dispensing cabinets. 

This process made it so that only the medicine ordered for the patient and 

reviewed by a pharmacist using the profile system could be dispensed 

(Schneider, 2018). 

New features such as the electronic health record were created for 

dispensing cabinets with profiling that allows pharmacists to review the 

prescription order a second time to ensure accuracy, removing the need for 

the pharmacist to go to the hospital which would hold up them, the nurse, and 

the patient in need, (Schneider, 2018). 

 Computer prescription order entry systems were created to reduce any 

pharmacist review. These systems store common health data to compare with 

patient data for more common and straightforward prescription needs, such 

as antibiotics for a sinus infection. These systems were essential because of 



their ability to process and detail drug interactions and allergies and alert 

nurses of any errors before allowing a prescription to be fulfilled. By 2017, 

approximately 95.6% of U.S. hospitals had implemented these systems 

(Pedersen et al., 2017). 

 Barcodes and other machine-readable scanning methods are known for 

their use in numerous industries. They are also crucial in the pharmaceutical 

industry. It allows for more accurate verification of what a product is or how 

many there are than eyeballing it and is more efficient than manually checking 

counts of every item. By 2016, approximately 96.2% of U.S. hospitals used 

barcodes in the process of administering drugs (Pedersen et al., 2017). 

 There are also 24-hour telephone lines, message-based systems, phone 

apps, and websites; customers can refill prescriptions so long as a pharmacist 

has automatically signed off the automatic refills. These digital prescriptions 

also decrease or altogether remove problems such as illegible handwriting 

and payment issues; customers can pay wherever and thus do not have to 

worry about going back home for a card and having to wait hours or days 

before they can attempt to refill their prescription again, (“Drug Stores: 

Industry Profile,” 2021). 

  



B. Manufacturers 

 The processes for manufacturing have been upgraded to adopt more 

efficient technologies and delivery systems. One procedure includes the first 

3D-printed prescription pill approved for U.S. sale in 2015. This technology 

allowed for a medicine that is easier to swallow and be absorbed. It also 

allows for higher dosages to be prescribed at once, which can be more 

efficient for patients that take a pill regularly. It is also better for customized 

prescriptions, such as if a patient needs thirty drugs. Still, some need to be a 

smaller dosage based on the day or prominence of symptoms. This system 

requires complex tools “including cell banks, bioreactors, and 

chromatography machines” (“Pharmaceutical Manufacturing: Industry 

Profile,” 2021). 

Researchers for the pharmaceutical manufacturing industry use 

information technology programs to manage clinical trial data in a more 

organized and secure way, preventing security breaches or loss of important 

information. Means such as electronic health records, video calls, and more 

make it so patients can participate remotely. This allows for more diversity in 

the trials, which significantly decreases the chance for statistical errors such 

as partial data, which reduces the accuracy of findings. Customer relationship 



management and other analytical software programs also help analyze the 

patient data (“Pharmaceutical Manufacturing: Industry Profile,” 2021). 

Manufacturing companies have also begun looking for ways to use 

Artificial Intelligence in the manufacturing process. A.I. and machine learning 

programs could “help lower R&D costs and speed the development of new 

drugs” (“Pharmaceutical Manufacturing: Industry Profile,” 2021). These A.I. 

and machine learning programs help sort through patient data to find 

potential genetic relationships, increasing prescription effectiveness. Other 

benefits include creating models of disease progressions that can help find 

previously unknown genetic mutations. Such processes are currently being 

used in the Covid-19 pandemic to track genetic mutations, including when 

they were found and where they’re located. After this point, clinical trials can 

be simulated to reduce costs and human contact, which can be especially 

important when dealing with potentially deadly viruses. It also increases the 

speed at which tests are run. It gets the new medicine, vaccine, or other 

pharmaceutical product out for public needs as quickly as possible 

(“Pharmaceutical Manufacturing: Industry Profile,” 2021).  

  



C. Drug Wholesalers 

Drug wholesalers heavily rely on information technology to make the 

distribution process more efficient and improve customer service. One crucial 

information technology to consider is hardware with programs installed to 

track the receiving and fulfilling of drug orders. For the most part, the 

technologies used are standard warehouse automation technology. This 

includes barcode scanners again and different inventory management systems 

individualized for the company’s needs and the consumers. These systems 

store information on inventory needs such as how much is in each product 

and how much is needed, customer information such as what they need and 

what they pay, and systems that combine the two to streamline the 

distribution process. These programs also increase how many products can be 

processed within one warehouse (“Drug Wholesalers: Industry Profile,” 

2021).  

 The customers, which primarily consist of drug stores, “use web-based 

order entry portals that tie into distributors’ enterprise resource planning 

(ERP) systems” (“Drug Wholesalers: Industry Profile,” 2021). The drug 

wholesalers can process orders, invoices, and payments electronically rather 

than meet in person through this process. Not only does this increased speed 

and decrease costs, but considering how many sick people the receivers at 



drug stores are around daily, this also increases the safety of workers. There 

are also information systems to create more secure supply chains. One specific 

system is the Super Productivity Advanced Distribution (SPAID). According to 

Mergent First’s Drug Wholesalers Industry Profile (2021), “SPAID has doubled 

productivity without increasing the number of workers. Medipal has 

introduced robotic solutions for dangerous or labor-intensive work that has 

both strengthened their distribution functions and created distribution 

centers that are more comfortable for employees” (“Drug Wholesalers: 

Industry Profile,” 2021).  

 These innovations have significantly improved the pharmaceutical 

industry’s efficiency and accuracy. These changes have been a benefit for 

patients, nurses, and pharmacists. They are also crucial to the industry, 

including the financial impact on and growth of the market and specific 

companies.  

 However, there are downsides to consider. These industries have 

become vital to human health, quality of life, and fatality rates. As such, it is 

crucial to perfect every aspect of the industry at all times. This requires heavy 

analysis and reviewing the problems and recommendations for the industry 

as a whole.  



IV. Industry Analysis 

A. External Factor Evaluation (EFE) Matrix 

Opportunity Factors 
   

Weight  
Rating  Score 

Growing Markets .05 3 .15 

Expanded Coverage .11 3 .33 

Increased Digitization .1 4 .4 

Cost Efficiency .07 1 .07 

Technological Development .1 3 .3 

Decreased Physical Store Presence .06 3 .18 

Threat Factors     

Industry Regulations .1 2 .2 

Constant Policy Changes .09 3 .27 

Political Pressures .08 3 .24 

Decreased Margins .04 2 .08 

Insecure Information Systems .13 1 .13 

Job market .07 2 .14 

Total:  1  2.49 

 



The above EFE matrix encompasses the entire pharmaceutical industry- 

drug stores, manufacturers, and drug wholesalers. The most important factors 

are: 

● Expanded coverage 

● Constant policy changes 

● Insecure information systems 

Expanded coverage refers to the significant increase in Americans with 

healthcare. While government regulations are typically an issue for the 

pharmaceutical industry, recent legislation to expand healthcare coverage to 

millions of Americans that previously had no insurance has increased the use 

of medicines and the number of customers (“Pharmaceutical Manufacturing: 

Industry Profile,” 2021). 

Government regulation becomes a problem due to the constant policy 

changes. Policies and regulations that directly or indirectly affect the 

pharmaceutical industry can be created, altered, or removed at any point, and 

changes tend to go back and forth based on changes in political leanings- 

specifically presidential changes, which can happen as frequently as every 

four years and as infrequently as every eight years. Even eight years apart, 



significant changes can have severe impacts such as decreasing costs, 

removing products, and more.  

Finally, insecure information systems are a huge problem. They are 

perhaps one of the leading causes of lawsuits, negative public image, and 

increased regulations in the pharmaceutical industry. This is because the 

information being handled is extremely sensitive: Patient addresses, payment 

methods, medical history, ailments, family, and numerous other pieces of 

information. Losing this information can prevent consumers from getting 

necessary medicine in time or ruin a practice. Breaches of this information can 

destroy patients, steal their money or health insurance, and understandably 

get the company in a lot of trouble.  

The pharmaceutical industry is doing its best at increasing 

digitalization. Especially with the current pandemic, the need for patients to 

access remote healthcare has significantly grown. Fortunately, the 

technologies to make that happen have developed. All pharmaceutical 

industry segments have been making significant progress towards reducing 

the physical presence and manual labor.  



B.  SWOT Analysis 

Strengths Weaknesses 

● Technology 

● Market size 

● Revenue 

● Research 

● Information Systems 

● Regulations 

● Reliance on other industries 

● Lack of differentiation 

Opportunities Threats 

● Increased Digitization 

● Cost Efficiency 

● Technological Development 

● Decreased Physical Store 

Presence 

● Regulations changes 

● Political Pressures 

● Decreased Margins 

● Job market 

Strengths 

 The technology used, as discussed, has allowed for significant 

innovation that has helped humanity overall. Every aspect of the chain has 

been improved by the technological developments made in recent years. 

Market expansion has been a significant strength for the entire 

pharmaceutical industry. The pharmaceutical industry is increasing with 

more people getting access to healthcare, more information about medicine, 



and a more positive image about mental and physical abilities and taking 

medication. The market expansion also allows new competitors to enter and 

increases competition, allowing for product differentiation despite the heavy 

regulations. 

Because the market size is large and companies make so much revenue, 

more money can go into further research and development to continue 

innovating and improving the industry.  

Weaknesses 

 One weakness for most of the industry is the lack of differentiation due 

to regulations. When companies aren’t able to differentiate, it can lead to a 

lack of innovation. Even worse, the companies that were already on top would 

continue to be the only ones making a profit for the same products until 

smaller companies fall out, which could lead to a much less competitive 

industry. Innovation is vital in an industry where human lives are on the line. 

Competition is necessary for growth.  

 Another issue within the healthcare industry is the reliance on the 

government and other sectors- government funding, government regulations, 

biotechnological advancements, chemists and biologists, university research, 

non-profit organizations, and what they choose to advocate for so many more. 



The entire industry could be rebuilt from the bottom up at the discretion of 

outside forces. 

 One of the most prominent issues members of the pharmaceutical 

industry relies on is information systems. Spending money on the best 

information systems is costly, and even the best might not be secure enough. 

As previously discussed, this is perhaps the most significant issue within the 

industry and puts customers, employees, companies, and the industry as a 

whole in the wrong spot.  

Opportunities and threats  

Opportunities and threats have mainly been discussed in the EFE 

Matrix. However, decreased margins, political pressures, and the reduced job 

market are also issues to consider. Because more people have access to 

healthcare, insurance companies have had to pay more significant insurance 

portions. To negate the costs, the companies will attempt to negotiate 

discounts with drug stores, negotiating deals with drug wholesalers, who then 

negotiate discounts with the drug manufacturers. This process has resulted in 

lower profit margins (“Drug Stores: Industry Profile,” 2021). 



Another issue, likely caused by the ongoing pandemic, is a decrease in 

workers. This should decrease production and efficiency, but many companies 

have found a way out that puts sensitive information at risk.  

The Covid-19 pandemic has dramatically impacted the national 

economy to the point that disclosure had to be included in the labor turnover 

survey. The 2020 labor turnover survey states that the number of job 

openings in the general economy remained about the same, while the number 

of hires decreased by 396,000. The hire rate for the general economy declined 

by 3.9 percent. There has been a net employment loss of 5.5 million 

throughout the entire year.    Meanwhile, for healthcare workers, including 

those working in a pharmacy, there have been 68,000 more job openings, 

6,000 more hires, and 25,000 fewer separations over the past year (“Job 

openings and Labor Turnover Survey,” February 09, 2021).  

At first glance, the industry is doing an excellent job at maintaining 

employees, which could be considered a positive trait. However, the reduced 

number of separations is due to an inability to replace employees during the 

pandemic. The failure to replace these employees in an industry with sensitive 

information creates a significant threat to security. Bad employees increase 

the chances of information loss or exploitation.  



V. Problems and Issues 

Numerous opportunities and problems could make an information 

systems project helpful or necessary. Of those, the most common to 

consider are the following: 

● Innovation: An idea for creation is the most common opportunity to 

create information systems projects. What stems that need for 

innovation could come from anywhere- market trends, analytics, 

engineering, or even random feedback from an unrelated field or a 

consumer.  

● Efficiency: Efficiency can be both an opportunity and a threat. An 

information system could be created for a currently inefficient task, or a 

pre-existing system could increase efficiency.  

● System issues and errors: Problems with the current information 

systems, such as the risk of a security breach, information loss, errors in 

the system, and more, are a threat that creates a strong need for an 

information systems project. 

In this instance, the entire pharmaceutical industry is in great need of an 

information systems project. The industry constantly needs innovation to 



provide patients with the best possible care and be as efficient as possible to 

maintain profits.  

Most importantly, there are significant system issues. The risk of 

information loss or a security breach at any given moment cannot continue to 

be ignored.  

Each breach of security for a company is a breach of the reasonable 

expectations of privacy for patients- expectations patients have for their 

privacy that is considered appropriate. Not only do the number of lawsuits 

and increased regulations from past breaches come at a high cost to the 

industry, but patients putting their health, safety, and privacy on the line are 

being hurt by inadequate information systems.  

One of the most challenging problems to solve with information systems 

is a human error such as data entry errors, data corruption, or employee 

exploitation of data. The exploitation of data needs to be expected and 

accounted for in healthcare industries. This known truth is one of the primary 

reasons that lidded pockets were added as a feature to auto-dispensing 

cabinets in the past and is why information systems now need more measures 

for security.  

  



VI. Recommendations and Conclusion 

Information systems have become one of the most common forms of 

information technology within the healthcare industry. It has allowed for 

innovation and efficiency and has become crucial to the industry’s quality 

care.  

New connections between genetics and drug interactions would not 

have been found without information systems. Nurses would still be able to 

take prescriptions without review. Prescriptions would not be regulated or 

take so long to review that the patient’s life could be at risk. The 

biotechnologies that created the first 3D drugs would not have been possible 

without overlapping information systems, nor would the artificial intelligence 

that can perform virtual clinical trials and find genetic mutations in a virus. 

For all of these reasons and more, information systems can not be 

removed or used less. Instead, a plan must be made to solve the current 

security issues. In this instance, goal-based strategic planning is necessary. 

The first steps of goal-based strategic planning- analyzing the situation and 

setting a direction- have already been done. The analyses made determine 

that better and more secure information systems are the most important goal. 

The secondary plans to set a direction decided were using expanded 

healthcare coverage while decreasing the instability that comes from constant 



policy and regulatory changes and the threat a reduced workforce has 

imposed.  

 The first goal to implement is to begin an information systems project. 

After starting the project, make sure information is only accessible as needed. 

For instance, a patient’s payment information should only be accessible after 

previous steps of the prescription process. Then create a two-person 

authentication process. Like a two-factor authentication process, this would 

require a second employee to verify that they need to access, add, alter, or 

remove information. This would decrease the chance of errors and 

exploitation. 

 Top programmers or systems manufacturers are not needed for these 

steps. However, the next step is to hire the best researchers and programmers 

to review the information systems for any potential security breaches. 

Intentional breach attempts should be made under surveillance to test the 

security. Skilled programmers should also do this with experience in 

exploiting systems as tests. 

 After all of these tests have been done, the information systems project 

should be completed, but research should still be ongoing. Information 

systems projects should be performed annually to continually verify the 

integrity of the systems. Implementing continuous research and annual 



information systems projects should be the final steps of the goal-based 

strategic plan. 

 With all of these implementations, the security of the pharmaceutical 

industry will be improved, and the industry can continue to work with other 

healthcare and scientific industries to continue discovering and innovating in 

ways that support all of humanity.  

 Information technology is the most excellent tool for innovation in the 

pharmaceutical industry and business.  
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