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Time is quickly running out for Windows 7. After January 14, 2020, Microsoft 
will no longer provide security updates or support for PCs running this popular 
OS.1 The upgrade to Windows 10 is imminent.

At the same time, your organization must meet many other technology require-
ments, like supporting ever-growing numbers of remote and mobile workers, 
fulfilling increasing staff demands for PC performance and capabilities, and 
ensuring that end-user devices are secure, no matter what they are or where 
they roam. And IT pros have to do all of this with a watchful eye on costs.

While you have many options when it comes to meeting these challenges, 
deploying cloud desktops via Amazon WorkSpaces is the easiest approach to 
handling your impending Windows 10 migration and the easiest way to stay 
up-to-date going forward. But Amazon WorkSpaces offers much more than a 
Windows 10 platform. It empowers IT to do things they simply can’t do with 
traditional desktop deployments. 

This eBook takes a deep dive into Amazon WorkSpaces, providing a compre-
hensive exploration of the many innovative capabilities and benefits the 
solution provides, including powerful integrations with other key AWS solu-
tions. An ideal on-ramp to Windows 10, Amazon WorkSpaces enables IT to 
deploy the desktops of the future now.

Introduction
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With Windows 7 EOL rapidly approaching, many organizations have already 
stepped up to take on the Win10 migration. In fact, the number of Win10 
installs has surpassed that of Win7, and adoption rates continue to increase.2 

That said, it’s estimated that nearly 40% of Windows systems will still be running 
Windows 7 after end of life.2 And in the same way that Windows XP became 
more vulnerable to threats after its EOL, Win7 machines will likewise be at risk.

Given how significantly Windows 10 has evolved since its initial debut in 2015, 
it’s more difficult than ever to make a case for postponing the upgrade. But there 
are plenty of reasons IT pros may drag their feet. Upgrading a whole fleet of 
desktops can be a daunting task, especially when you’re operating on a deadline. 
It can be costly and time-consuming, no matter what size your organization 
is. And then come the ongoing challenges of managing on-premises desktop 
infrastructure. A great way to simplify—and accelerate—these processes is to 
deploy Win10 with Amazon WorkSpaces.

It’s estimated that nearly 40% 
of Windows systems will still 
be running Windows 7 after 
end of life, leaving them more 
vulnerable to threats.2
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Amazon WorkSpaces is a managed, secure cloud desktop service running on 
AWS. It provides secure access to the desktops, data, applications, and resources 
users need, allowing them to work as if they were using a traditional desktop. 
Amazon WorkSpaces provides users with a fast, responsive Windows 10 desktop 
experience from anywhere, at any time, from any internet-connected device. 

Simple to deploy
Organizations can use Amazon WorkSpaces to provision 
either Windows or Linux desktops in just a few minutes 
and quickly scale to provide thousands of desktops to 
workers across the globe. Thanks to the flexibility of 
AWS, you can start your deployment at the edge of the 
organization, or with a single department, then grow at 
a pace that makes sense for your business. 

Flexible and easy to manage
Offered as a bundle of compute resources, data storage, 
and software, Amazon WorkSpaces provides organizations 
a wide range of configuration options—and the flexibility 
to change those configurations on demand. You can cen- 
trally manage all of your global deployments, including 
provisioning and deprovisioning, from your AWS console. 
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Easy to use
Once their desktops have been provisioned, users will 
receive an email providing instructions on next steps. 
Users can connect using Chrome or Firefox web brow-
sers on any internet-connected device or by running 
the free Amazon WorkSpaces client application from 
any supported device. These include Windows and Mac 
computers, Chromebooks, iPads, Kindle Fire tablets, and 
Android tablets.

Secure
As an AWS customer, you will benefit from a data center 
and network architecture built to meet the requirements 
of the most security-sensitive organizations. Amazon 
WorkSpaces also helps organizations meet demanding 
compliance requirements, including HIPAA and PCI. 

Cost-effective
With Amazon WorkSpaces, organizations can eliminate 
the high costs and management burden associated 
with traditional desktop deployment methods as well 
as VDI solutions, including the costs and complexity of 
managing, provisioning, deploying, maintaining, and 
recycling desktops. You can pay either monthly or hourly, 
just for the desktops you launch. No more guessing how 
many desktops you’ll need (or what configurations they 
should have), eliminating the risk of over-provisioning.
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Amazon WorkSpaces provides organizations a rich set of features to streamline 
deployment, optimize the Win10 desktop experience, and improve security.

Amazon WorkSpaces offers a number of hardware bundles to meet your needs, 
reflecting a range of CPU, GPU, memory, video memory, and SSD root and user 
storage volume options. Once provisioned, you can switch between bundles and 
reconfigure them dynamically. 

You can then launch desktops with pre-installed software bundles, or you can 
create your own software bundle from a custom image. For Windows users, 
pre-installed software bundles include Microsoft Office, Trend Micro Worry-Free 
Business Security Services, and a utilities bundle. For Linux users, bundles include 
LibreOffice, Firefox, Evolution, Pidgin, GIMP, and other utilities and tools.

Enterprises can bring their existing Win7 and Win10 licenses to Amazon Work-
Spaces, allowing them to use Amazon WorkSpaces at a discount of up to 16%. To 
qualify, organizations must run at least 200 Amazon WorkSpaces in a given AWS 
Region and meet Microsoft License Mobility requirements. 

Configuration options
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Amazon WorkSpaces is built on a data center and network architecture designed 
for the most security-sensitive organizations, and is deployed within an Amazon 
Virtual Private Cloud (VPC). With Amazon WorkSpaces, your organization’s data is 
not sent to or stored on end-user devices. The PC-over-IP remote display protocol 
provides users the familiar desktop experience while the desktop remains on 
AWS or in your on-premises environment.

Amazon WorkSpaces supports root and user volume encryption. It uses Elastic 
Block Store (EBS) volumes that can be encrypted when a WorkSpace is created, 
providing encryption for data at rest, disk I/O to the volume, and snapshots 
created from the volume. Amazon WorkSpaces integrates with the AWS KMS 
service to allow you to specify and manage the keys you want to use to encrypt 
the volumes. 

In addition to letting you create IP Access Control Groups, Amazon WorkSpaces 
allows you to block access from specific devices based on client OS type and 
digital certificates. You can also use Amazon VPC Security groups to limit access 
to resources in your network or limit access to the internet from your desktops.

With Amazon WorkSpaces you can create a standalone, managed directory for 
users, or you can integrate with your existing Active Directory environment. This 
integration allows users to log in with their existing credentials, and it allows 
you to apply Group Policies to your desktops and to use your existing RADIUS 
server to enable multi-factor authentication. Google Authenticator can also be 
used in conjunction with RADIUS. In addition, Amazon WorkSpaces supports 
one-time passwords that are delivered via hardware and software tokens. 

As for anti-virus protection, you can choose a software bundle that includes 
AV software, or you can install the software of your choice.

Security features
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Based on the hardware bundle selected, Amazon WorkSpaces provides varying 
capacities of persistent storage in the AWS cloud. When you launch new Work-
Spaces, you can select a starting size of 80 GB, 175 GB, or a larger size for root 
volumes, and a starting size of 10 GB, 50 GB, 100 GB, or a larger size for user 
volumes. After your desktops have been launched, you can increase the size of 
the root and user volumes at any time, to up to 1000 GB each. 

Data stored on the user volume attached to each desktop is automatically 
backed up to Amazon S3 on a regular basis. Amazon S3 is designed for 
99.999999999% durability of objects. Users can also store content on 
their Amazon WorkDocs Drive.

Amazon WorkSpaces comes with a suite of Amazon CloudWatch tools, including 
CloudWatch Metrics, CloudWatch Events, and CloudWatch Alarms. CloudWatch 
Metrics allow you to review health and connection metrics for individual desktops 
and for all desktops belonging to a given directory. For example, you can monitor 
the total number of hours your Amazon WorkSpaces have been running in a given 
period of time.

You can set up CloudWatch Alarms on individual metrics, such as to be alerted 
to changes to desktop health, or to connection issues your users may be having. 
Finally, you can use CloudWatch Events to view, search, download, archive, analyze, 
and respond to successful login events. 

Storage and backup

CloudWatch monitoring and metrics



Expanding Your 
Desktop Capabilities 
Even Further

Chapter 4



Amazon WorkSpaces and Windows 10: The Desktops of the Future—Today 14

In addition to provisioning desktops with Win10, you can also use Amazon 
WorkSpaces with a number of key AWS services to further expand your desktop 
capabilities and management options.

Marketplace for Desktop Apps makes it easy to search for and buy desktop app-
lications for Amazon WorkSpaces, then deploy them via Amazon WorkSpaces 
Application Manager (WAM). Marketplace for Desktops Apps gives you access to a 
broad selection of more than 100 managed applications across eleven categories. 
You can discover apps by category or seller, then easily purchase licenses for your 
organization in the Amazon WorkSpaces console.

AWS Marketplace for Desktop Apps

WorkDocs is a fully managed, secure content creation, storage, and collaboration 
service. Users can easily save and access content on their Amazon WorkDocs Drive 
using Windows File Explorer. Users receive access to WorkDocs at no additional 
charge. This service includes 50 GB of storage per user. For a discounted rate of $2 
per user per month, this can be upgraded to 1 TB of storage. 

Amazon WorkDocs

AppStream 2.0 is a fully managed application streaming service that you can 
deploy alongside your Amazon WorkSpaces. Amazon AppStream 2.0 lets you 
move your specialized desktop app-lications to AWS without rewriting them, 
includ-ing those that are GPU or memory intensive. You can quickly and easily 
install, test, and update your applications using the AppStream image builder. 
Any application that runs on Microsoft Windows Server 2012 R2 is supported.

Amazon AppStream 2.0
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The desktops of the future are available today. Amazon WorkSpaces can 
help you start the transition to Windows 10 while introducing a simple, 
secure, flexible, and cost-effective approach to desktop deployment 
and management. Start with a single team or department, then grow 
your deployment at a pace that works for your business. Click to learn 
more, or go ahead and get started today.
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