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A digital revolution is underway. More and more organisations are opening their eyes to the merits of

modernisation, exploring new technologies to help drive e�ciency, keep connected and cut costs. This

is true not only in the private sector, with public institutions just as eager to reap the rewards of

digitalisation.

The UK Government, one of the country’s largest public sector employers, has spent millions of pounds

expanding its digital repertoire in recent months, new research indicates. While this undoubtedly is a

good thing, it’s vital that rapid technological expansion is matched with a heightened awareness of

cybersecurity, ensuring systems are protected against the latest threats.

Government digital spending on the up

Keen to understand the scope of the government’s digital ambitions, Maintel submitted Freedom of

Information (FOI) requests to a number of Whitehall departments. The responses we received back reveal

an unmistakable desire to harness the potential of digitalisation.

The Department for Business, Energy & Industrial Strategy (BEIS) alone spent almost two million pounds on

laptops and smartphones last year. Some 1,216 mobiles were issued to departmental sta� in 2020, with

1,557 computers or laptops also added to circulation. 

BEIS wasn’t the only one tooling up with new tech. A separate FOI request revealed that the Cabinet

O�ce — the nerve centre of government — supplied a record number of smartphones in the �nal

quarter of last year, 1,607 devices in total, almost 50% more than the same period twelve months earlier.

Laptops and tablets also saw a signi�cant bump — not far o� 7,000 were allocated during 2020.

At the Department for Culture, Media and Sport (DCMS), sta� equipment is also getting an upgrade.

Between September and December last year, bosses spent more than a quarter of a million pounds on

new digital kit, including hundreds of smartphones.

Hybrid working is here to stay

We can see that, right across government, a digital transformation is underway. While this impetus

predates the pandemic, the work-for-home culture that COVID-19 necessitated has evidently sped

things up. 

In keeping with most other sectors, the civil service can expect a high level of hybrid homeworking long

after the crisis has passed. A progressive step, many would say; but one that requires an even greater

commitment to technological innovation — as well as a deep understanding of global cybersecurity

concerns.

On this front, it appears that there is some work to be done. A recently released independent report on

the state of government’s digital infrastructure shared plenty of positives, but highlighted a fair number of

frailties too. Privacy  - Terms
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Legacy systems are still an issue

The government is investing heavily in its IT infrastructure — to the tune of almost �ve billion pounds

annually. This spending has, in many cases, borne fruit: the rapid implementation of the NHS coronavirus

testing service and the successful launch of the government’s furlough scheme application portal, for

instance — two projects singled out for praise by the report.

That’s the good news. Less promising is that almost half of annual tech expenditure — £2.3bn — goes on

shoring up old and mostly obsolete legacy systems, some of which date back decades.  

This is potentially problematic. Modern computing systems are data-based, drawing on huge pools of

information to speed up sluggish organisational processes. Older IT infrastructures struggle to leverage

data e�ectively, reducing e�ciency and holding back progress.

Though a number of government departments collect and store large volumes of data, the report

concludes that they make very little use of it. As one senior sta� member said: “my biggest surprise when I

arrived was how little we do with our data”.

And that’s not all. According to the report’s authors, some government digital services “fail to meet even

the minimum cybersecurity standards”. Moreover, unlike most leading private or public sector

organisations, the UK Government appears not to be carrying out routine inspections of its IT infrastructure

— failing to keep tabs on system uptime, the number of attempted cyberattacks, adoption metrics, cost

and e�ciency performance, and the progress of major development projects. 

This is perhaps a re�ection of what the report describes as a “relatively under-developed level of digital

expertise” among senior government o�cials.

Cyber vulnerabilities across sectors

Keeping on top of digital obsolescence is a challenge facing all organisations — particularly those with

large technological estates. Older systems are often costly, insecure, and lack reliability, while new

solutions o�er high levels of security, productivity, and �exibility.

Upgrading seems like a simple decision, but understanding precisely what sort of IT is required isn’t easy.

Navigating new systems and equipment, capitalising on the bene�ts that they can bring, demands a

certain level of digital leadership. If an organisation lacks this expertise internally, it must be brought in

from the outside.

This is particularly true with respect to cybersecurity. Last year was the busiest on record in terms of cyber

attacks, with hacks on UK �rms surging by some 20%. Staggeringly, British businesses were targeted almost

700,000 times in 2020, with digital incursions occurring once every 46 seconds.

Things haven’t been any easier in the public sector. Hackney Council in London and Redcar and

Cleveland Borough Council in Yorkshire were both hit by major ‘ransomware’ attacks earlier in the year,

disrupting public engagement and costing tens-of-millions of pounds to rectify.

 

It’s to avoid these sorts of setbacks that organisations, both public and private, must keep their digital

estates up-to-date; leveraging new technologies that drive productivity, and keep systems safe.

For further information on how Maintel have helped Public Sector organisations with their digital

transformation click here or reach out to us here for further insight.

1. Better visibility, control, and security

For many trusts, their Sustainability and Transformation plan (STP) includes a myriad of objectives; ranging

from improved health outcomes, to better patient experience, increased care providers at home, and

more choice about where and when you receive treatment. 

Regardless of how these various priorities in this plan might di�er between healthcare organisations, the

ultimate goal remains the same – to enhance support and healthcare o�erings to the community. And

innovative technology can go a long way in helping to achieve this goal by providing better visibility,

better control, and better security.

2. Information at the bedside

Manual records are problematic for a number of reasons; with them comes the increased likelihood of

transcription errors, the loss of important information, potential security risks, duplication, and time spent

away from the patient’s bedside. But, with many healthcare organisations driving their digital journey by

migrating services to the cloud, this is changing. 

Cloud-based highly agile and scalable systems enable clinicians to utilise electronic records, streamline

previously manual processes, and access vital information securely at the bedside. This will lead to a

reduction in time-consuming manual processes, reduce errors, ensure the safekeeping of con�dential

and sensitive data, and improve both the employee and patient experience.

3. More users at home

Information at the bedside is not the only place healthcare employees require easy and consistent

access, however. With more employees than ever adopting an agile and remote working culture, the

ability to work from anywhere and at any time, with sustained access to all necessary tools is no longer a

‘nice to have’, it is essential Healthcare settings have bene�tted from moving to cloud-based technology

and we have seen everything from WiFi extensions to APs at home in order to provide those that can

 Customer Portal  Online Billing

        Solutions Industries Investors News & Events Resources About Us Partner Services ESG Contact Us



and we have seen everything from WiFi extensions, to APs at home in order to provide those that can

work from home with access to the corporate network, for example. 

Healthcare sta� must continue to be prepared for their workforce to work remotely – especially as

lockdown drives workers back to the home o�ce – so providing technology that adapts and evolves,

whilst delivering �exible and reliable capabilities, will ensure sta� can stay productive and collaborative.

4. Engaging patients remotely

The expectations of patients are evolving, and – much as they would in a commercial setting – they

anticipate an engaging, timely, and dynamic experience. Couple this with the increase in

communications and decrease in physical appointments that COVID has created, and the need for

innovation is clear. 

Moving away from restrictive on-site appointments and siloed telephony systems means that patients

can be engaged with quickly, dynamically and – most importantly – remotely, via online and video

consultations. This move to digital appointments provides both patient and clinician with better access to

real-time healthcare data, and ensures appointment setting, obtaining prescriptions, and requesting

advice are much more accessible.
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